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Mr. Chairman, nenbers ofthe Subcommittee, | would like toO
thank you for inviting me to be With you today. | greatly
appreciate the Opportunity co present the viewa Of the Department
of Justice on cel | ul ar telephone privacy.

| would |ike to begin with an inportant principle chat .
believe everyone gan agree upon. N one engaged it legal
activities should have to fear that hie or her telephone
cenversaticns are bei Ng surreptitiously listened to by others,
Even when you are using a cellular phone, you have the right to
expect lhat your conversations W th your famly, your friende Or
yaur busi ness associatesare cnly between you, and arc not
exposed te the Whole world. To emsure that private conversations
remain private, weneed to rely upon both technical solutions and
| egal protectdions. ' The Department ofJustice has been doing, and
willcontinue tO de, its part in protecting the privacy of
communications.

Zhe Statutory Frapework

The principal federal | aw protecting the privacy of
telephone communications IS Title 171 of the ompibus Czime
Contrel and Safe Street Act of 1968, which is codified as amended

at Sectione 2510 to 3521 of Title 18 of the united states Code.
|
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TitieIII generally forbids ths intentional intexception of any
wira, oao€l €ctronic comruni cati on without the consant Of a
party to the comversation.l The scatute also forbids the.
i ntentional disclogure or use of the contents of any wire, oral
or electronic communicatior i f you know or have reasen to know
that the information War chtaived through an illegal
Lntercoption.z

Any person who intercepts or disclosesacommnication in
violatien Of Title III is subject t O crimimal prosecution,?® and
may be civiily liable to any perscn waose conmuni cations are
intercepted.* Those civil liabilities cmn includestatutory
damages of $10,000 or $100 a day ({(whicheverisgreater)orthe
sum of the actual damages suff=red by the plaintiff and any
profits made by cthe vielator 0s @ resulr Of the viclarien.®

Odinarily, a crimnal vieclation of Title III i= a felony,
puni shabl e by a maximum penalty of five years in jail and a fine
of $2%0,000.% However, 4s you probably know, a cellular
telephone eenversation IS transmtted in part by radic and in
part over telephone wires. A6 originally enacted, 1itls IZI did

not clearly covexthe radi 0 poztion Of cellular tel ephone

' 18 U.5.C. § 2511(1) (a).

18 U.s.C. § 2511(1) (e}, (1) (4).
18 U.6. 1. § 2811(4).

18 U . S.C. § 2520.

18 U.S.C. § 2522(3) (2).

&~ W W
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6 15 v.g.c. § 2511{4) (a)



——— s

T o or - G J2aM UBllaZi® 5710

- em - e v va.: veue PUJ I ULA

! 3
communications. I 1986, Title 11 was amended by the Electronic
Communications Privacy Act("BCPA"), which, ameng other things,
filled this gap. Today, therefore, it is illegzl to
intentionally intercept tre radio porzion of a cellular telephcne
conversaticn, ¢xr t 0 diaclose Or use such an intercepted
communication, Know ng ox havi ng reaeon to believe it was
illegally intarcepted.

I+ i s Lhe radio portion of ccllular phone callg --thatis,
the tyansmissiom OCCUrring betweenthe Cel |l ul ar telephone anda
radi 0 tower -- thac im the mostvulnerable tO interception. At
the time ECPA waa paseed, anc for a number of years t hereafter,
thig radio portion could be intercepted by anyone with a police
scanner. Because the technol ogy made interceptions SO simple.
Congress detarmined that, unless t here were aggravat i SQ
circumstances, the interception, disclcsure,oruse of the radio
portion of a cellular telephone communication should be treated
as an infraction, the least serious category of federal crimnal
offense .7 No term of imprisonment i S authorized for thio
infracti on, and the maxi mum fine is $5,000.%

The interceptionm, disclosure or use of the radi o portion of
acellular tel ephone conversation can, however, be charged as a

felony, |f there are aggravating circumstances. Those

7 18 17.S.C. §§ 3559 {a) (2); 3581 /9).

8 16U.8.C.5§ 2511(4) (B) (11); 3571t} (7). Tne penalty
under ECPA Was increased in 1594 from §500 te $5,000.  gaectien
3571 (d) also provides for an alternative fine of twice tha gross

gain to the defendant or loss {0 the vietim.
!

Qoos
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ci rcunst ances are;: (1)ifthe violation is not a first offenra
or (ii) if the act ia done far tortious or illegal purpeses (such

a.6 blackmail) ox for purpases of direct orindirect commercial
advantage eor private financia:. gaiz. |In such a cage, the
offender can oe imprisoned fOr no more thanfive years, fined up
te $250, 000, oz both.

Toprove a violation of Title III, thegcvernmant NMUSt prove
that the intcreepcion, disclosure, or uoe WAS intenticnal. As
stated iz t he legislative history, "' {ilntentional" means nare
than that one voluntarily engaged in conduct Or caused a result.
Such conduct er the causing of the reasult must have been the
persen’'sconsclous object ive.v9

Ina case iavolving the disclosuxe or use of an illegally
intercepted comunication, the goverrmentmustalse show that the
individual Who disclosed or used the intercepted communication
knew or had reasen t0 know *that the information was obtained
trhrough the interception of a wire, oral, or electronic
communi cation in violation of this subsection [of Title
1111 .+1% Tnip language does ncc permit a defendant to escape
liability by claiming that ne or she did not know what Title III
prohibits. Tnothar words, a defendant cannot Cl aim he eor she
did not know thr law. 1nstead, the government nust prove only

t hat the defendant knew or had reason ms know that the

9 &. Rep. No. 541, 99th cCong., 2d sesa. 23 in
1586 U.8. Code Cong. & Admin. News 3555, 3557.

10 15 v.s.Cc. s 251211) (o), (d).
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interception Was made under circumstances Which in fact viol ated
Title 111,

Most cellular telephcnee broadcast at a frequency between
80¢ and 9C0 megahertz, a range setaside by the Feder al
Commuriications Commission (FCC) £or this type ©f use. As noted,
for many years after the passage of ECPA, it was perfectly legal
to manufacture Cr sell police scanner6 t hat were capable cf
interceptingcommunicaticnebroadcast Wi thin that ¢frasuemcy. | n
19¢3, however, in response to a Congressi onal mandatae, the FCC
| ssued a regulation requiring thatno publicly availahle police
scanner manufactured in or inported into the Uaited States after
that April of 1994 (the regulation's effective date) should be
able te intercept transmissicns in the cellular frequency r ange.
The regulation alse requiraes that the scanners not he able te be
readily altered by the usertopick up such frequencies,

Thus, while users of al der scanners can still pick up
cel lul ar celephone calls, users of newer scanners that comply
with the FCC regulation -- including many irdividuals who enj oy
listening to transmimgione Of energency services -- are uot able
t 0 intercept the transm ssions of che radio portion of cellular
telephone tranamigasions, and do not pose a threattoths privacy
of cellular telephone users.

A greater threat tO privacy is posed by individuals who
wodify thair scanncrs so that they can intexrcept cellul ar
telephone transmissions. Under Title 1r1, the nodification of a

pol i ce scannex may 'constitute a felony wiolation if that scanner
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i S sent thraugh the mail oy transpcrted | N intexstate or foreign
commerce .l

Tirvle III i S not the only scatute that may be implicated by
the interception ofcelivlar radic signals. A though rarely
emp_oyed | N these Circunstances, section 705(a) of the
Communications ACt, 47 U.$.C. § 608(a), prohibits, anong otier
things, t ha unauthorized iuterceptiaon of any radi 0 cemmunication,
and divulging the contents of thecommunication knowing it was
i nproperly intexcepted, and may be epplicable to the radio
portion Of the cellular communications. Willful vioclationg Of
Secti on s05(ajare purishable by imprisonment of up to six
monzhs, fines of not nore than $2,000, or both.
Raforcement EELQrts

The Justice Departmert tas, in appropri ate cases, prosecuted
individualgforthe | Nnproper intcrception, disclosure or use of
communicatiora. Justice Pepartment Statistics show that in tht
laet five years, almost100 cases have Deen brought charging
violationa of 18U.8.Cc.3 2511. However, we dO not keepgeparate
statistics identifying the particular type of comunication that
was illegally intercepted, and so we art unable to tell you how
many of those cases 1 nvolved cellular comunications.
Technigal and Lega- lesuag

To the extent that the radi¢ portion oF cellular
communications Can be easily intercepted, techanical solutions nay

| :
serve 1 0 besat protect communications privacy by modifying readily

11 3 u.s.c.|s zs12.
I
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avajilable devices. For exanple, the cellular telephone industry
ie developing Products and protocols that rely upor rokust
encryption to pxotect the radie portion of cellular
communications. The Departrect of Justice supports these etforts
e8 an inportant step towards preserving privacy, e# long as these
technelogies arc implementad in a way that preserves law
cnforcemant access {0 the unencrypted communicatien when legally

authorized.

?re Department will alec investigate and prosecute the
illegal interception Or disclosure Of cellular calls, although we
must censidexr, when establishing lovestigetive prioxities, that
Congrems has seen fit to treat such of fenses as infractions,
Certainly, in circumstances When the crime may be s faleny --
either because it is a second or subseguent offense, or bacause
the interceptiorn, disclosure, or use was committed fOr a tortious
or illegal purpose Or for purposcsof direct or indirect
commercial advantage Of private financial gain -- that facc Wl
be considered in determining whether the case shoul d be pursued.

However, the Subcommttee may wish t0 explore whether |t
continua to make sense tO attach significantly different
penalties to illegal interception of A telephone conversation
depending Oon whether it was the radio or non-radio portion of the
contents Of a cellular telephone call that was intexcepted or
disclosed. From the point Of view Of the persen havingthe

conversaticn, the invasion of privacy is tha same: I1f the

Y
-
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Subcommittee wants t0 consider this iessue, We would be pleased to
wor k withyaour Staff.

I would be happy atthis tame tO answer any questions.



